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At Lactalis, we have embedded Sustainability in our
daily activities and business relations. Through our
international presence we are facing a wide diversity
of contexts, opportunities and constraints, and
our Teams strive to maintain a strong local focus
when addressing them within a global corporate
framework. This hands-on approach ensures that we
serve everywhere, in the most sustainable manner,
RXU *URXSoV PLVVLRQ EHLQJ p$ IDPLO\ E
healthy and tasty products that bring us closer together”.

Today, Climate emergency as well as demographic trends, and the forecast increase
in the use of our Planet’'s scarce resources, is a clear call for us to accelerate the
transition of Food Systems. As a responsible company, based on innovative brands
leading the way, we want to take our part in this challenge.

‘H KDYH -UVWO\ IRFXVHG RXU &65 DSSURDFK RQ RXU RSH
ambitious targets like heading for Carbon Net Zero by 2050. Yet, as much of our

environmental and social impacts lie over our entire upstream and downstream value

chain, it takes an “ecosystem” approach to deliver on our goals and meet the United

Nations Sustainable Development Agenda.

To succeed with the right pace, we will need the support of all our stakeholders,
LQFOXGLQJ RXU EXVLQHVV SDUWQHUV :H KDYH WKXV LGHQ
policy as a key lever.

With this Supplier Code of Conduct, we intend to share our vision and ambitions with

DOO RXU VXSSOLHUV %DVHG RQ LQWHJULW\ WUDQVSDUHQF
responsibility for the communities and environment in which our partnering suppliers

operate, it sets the framework for ethical, fair and sustainable business relations.

Our Teams will promote this Code in their daily work with our partners, and we value
the ability of all our suppliers, over any purchased good & service, to engage with us
in this Sustainability Journey. | am personally convinced that developing our dialogue
on sustainable progress plans and innovations will strengthen long-lasting business
UHODWLRQV DQG QXUWXUH RXU FRPPRQ DPELWLRQ IRU D SU

| have then trust that you will embrace and contribute to this positive chain of
responsibility.

T

Francoise LANCON,
&KLHI 3XUFKDVLQJ 2" FHU /DFWDOLV *URXS
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PURPOSE AND SCOPE

$wW /IDFWDOLVY ZH EHOLHYH WKDW LW WDNHV D ZLGHU FRPPLWHF
RXU DPELWLRQV IRU VXVWDLQDEOH DQG KHDOWK\ SURGXFWYV

UHODWLRQVKLSYVY ZLWK RXU XSVWUHDP SDUWQHUYV LQFUHDVHYV
DQG FLYLO VRFLHW\oV H[SHFWDWLRQV GHPRQVWUDWH FLWL]H
DV VKDUHG RSSRUWXQLWLHYV ,Q WKDW VHQVH RXU DSSURDEFK
EDFNERQH RI RXU &RUSRUDWH 6RFLDO 5HVSRQVLELOLW\ SROLF

7R GR VR WKH /DEFWDOLV *URXS VWULYHV WR IROORZ WKH JXLGHC
r 7KH SULQFLSOHV RI WKH 8QLWHG 1DWLRQV *OREDO &RPSDF
r 7KH 8QLWHG 1DWLRQV 8QLYHUVDO 'HFODUDWLRQ RI +XPDQ 5L
r 7KH ,QWHUQDWLRQDO /DERXU 2UJDQLVDWLRQ FRQYHQWLRQV

r 7KH JXLGLQJ SULQFLSOHV RI WKH 2(&' DSSOLFDEOH WR 0XOWL

‘H KDYH FUHDWHG WKLYV 6XSSOLHU &RGH Rl &RQGXFW WR HQVXI
RQ WKHVH DPELWLRQV ZLWK WKH H[FHSWLRQ RI WKH 6XSSOLH
ZKR DUH QRW FRQFHUQHG E\ WKLV GRFXPHQW 7KLV 6XSSOLHU «
DQG PLQLPXP VWDQGDUGY WKDW 6XSSOLHUV PXVW IROORZ LQ
*URXS 7KH 6XSSOLHU &RGH RI &RQGXFW DSSOLHV WR DQ\ 6XSS
LQWHUDFWLQJ ZLWK WKH /DFWDOLV *URXS RQ 6XSSOLHUVo EHK
WR UHSRUW RQ RXU 5HVSRQVLEOH 6RXUFLQJ DFWLYLWLHYV RQ [

‘H WDNH VSHFLDO FDUH LQ EXLOGLQJ KRQHVW IDLU DQG UHV
SURYLGH HTXDO WUHDWPHQW WR DOO RXU SRWHQWLDO 6XSSO
DQG LPSDUWLDO EDVHG RQ H[SOLFLW FULWHULD

‘H HQVXUH WKDW RXU SXUFKDVLQJ DFWLYLWLHY DUH FRQGXFW|
VWDQGDUGY 2XU SXUFKDVLQJ WHDPV DQG DOO HPSOR\HHV ZK]
DUH UHJXODUO\ WUDLQHG RQ VXFK VWDQGDUGYV

‘H DUH FRPPLWWHG WR SURPRWH WKH SULQFLSOHV VHW RXW
LQ®XHQFH :H LQYLWH DOO RXU 6XSSOLHUV DQG SDUWQHUV W]
GHYRWH WKH QHFHVVDU\ PHDQV WR HQVXUH WKDW WKH\ UHVSH
WR WKHLU RZQ 6XSSOLHUYV

This Supplier Code of Conduct may be updated periodically, with or without prior notice. It is the Sup
pliers’ responsibility to review possible new amendments and ensure continuous compliance with them.

In this Supplier Code of Conduct, the terms “Lactalis”, “we”, or “our” refer to the Lactalis Group and all
its subsidiaries. The term “Suppliers” refers to Lactalis’ suppliers providing goods and services, as well
as their employees or agents or subcontractors in relationship with the Lactalis Group on their behalf.

COMPLIANCE WITH LAWS

$v D PDMRU SOD\HU LQ WKH GDLU\ VHFWRU WKH /DFWDOLV *U|I
FRPSOLDQFH ZLWK DOO DSSOLFDEOH ODZV DQG UHJXODWLRQV

7KH HIWHQW RI RXU SUHVHQFH LQWHUQDWLRQDOO\ DQG WKH JL
ZLWK ZKRP ZH IRUJH EXVLQHVV UHODWLRQV FRPSHO XV WR FRC
WR WKH GHYHORSPHQW RI WKH EXVLQHVYV

,Q WKHLU UHODWLRQVKLS ZLWK WKH /DFWDOLV *URXS 6XSSOL
WHUQDWLRQDO QDWLRQDO VXE QDWLRQDO UHJLRQDO DQG O
WKH\ RSHUDWH
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BUSINESS CONDUCT
AND GOOD PRACTICES

$17,0&203(7,7,9( %(+%$9,25

$QWL FRPSHWLWLYH EHKDYLRUV DULVLQJ IURP DQ RUJDQL]D\
NHW H FLHQF\ DQG UHODWHG VXVWDLQDEOH JURZWK

6XSSOLHUV VKDOO WDNH SUHYHQWLYH PHDVXUHY WR DYRLG I
FROOXVLRQ SUDFWLFHY DQG DEXVH RI GRPLQDQW SRVLWLRQV
WL FRPSHWLWLYH EHKDYLRU DULVH LQ WKH FRQWH[W RI WKH
6XSSOLHUV VKDOO LPPHGLDWHO\ GLVFORVH WKHP WR WKH /DF

CORRUPTION AND BRIBERY

,Q DQ HQYLURQPHQW FKDUDFWHUL]JHG E\ XQFHUWDLQW)\ DQG |
GLVWRUWYV IUHH FRPSHWLWLRQ KLQGHUV HFRQRPLF JURZWK
HQYLURQPHQWDO LPSDFWV DOVR DVVRFLDWHG ZLWK LQH FLI
RI LQYHVWPHQWY DQG XQGHUPLQLQJ WKH LPSOHPHQWDWLRQ

6XSSOLHUV VKDOO FRPPLW WR UHVSHFW DOO DQWL FRUUXSWI
WKH\ RSHUDWH LQ WKHLU UHODWLRQVKLS ZLWK WKH /DFWDC
VXUHV WR DYRLG ULVNV RI FRUUXSWLRQ

CONFLICTS OF INTERESTS OR UNDUE ADVANTAGES

,Q RUGHU QRW WR LPSDFW EXVLQHVV GHFLVLRQV LQ WKHLU
FXUHPHQW HPSOR\HHV DOO SHRSOH SDUWLFLSDWLQJ LQ WKF
6XSSOLHUV HQVXUH WKDW WKH\ GR QRW KDYH DQ\ FRQ®LFW R
OLQNV RU UHODWLRQVKLSY ZLWK /DFWDOLV *URXS SURFXUHP
FODUH DQ\ IXWXUH SRWHQWLDO FRQ®LFW RI LQWHUHVW DV LW
ZLWK WKH /DFWDOLV *URXS 6XSSOLHUV VKDOO DOVR HQVXUH
DUH QRW VXEMHFW WR DQ\ SHUVRQDO -QDQFLDO ORDQV ERUL
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6XSSOLHUV VKDOO QRW VHHN RU HQFRXUDJH WR REWDLQ IDYF
DQG JLIWV RI DQ\ QDWXUH RU E\ R2HULQJ UHIXQGV RU VSHFL-
FRXQWV WR WKHLU FRXQWHUSDUWY DW /DFWDOLV *URXS DQG
PRWLRQDO QDWXUH DQG RI ORZ YDOXH (XURV PD[ VKDOO Et}
SULRU DJUHHPHQW IURP WKH /DFWDOLY HPSOR\HHoV OLQH PDQ
PHDOV VHPLQDUV RU -HOG WULSY DUH RQO\ PHDQW WR VWUHC

7KH /DFWDOLV *URXS GRHV QRW HQFRXUDJH RU VROLFLW WKH
UHDVRQDEOH IUHTXHQF\ DQG SULRU YDOLGDWLRQ IURP OLQH
JDQW LQYLWDWLRQV DUH VWULFWO\ SURKLELWHG DQG LQYLWI
YLWLHV UHTXLUH H[FHSWLRQDO DXWKRUL]DWLRQ IURP WKH /DF
JHPHQW

6KRXOG DQ\ FRQ®LFWV RI LQWHUHVW DULVH 6XSSOLHUV VKDO
IDFWDOLV *URXS

LABOUR PRACTICES
AND HUMAN RIGHTS

HUMAN RIGHTS

7KH VHW Rl LQWHUQDWLRQDOO\ UHFRJQL]HG KXPDQ ULJKWV L\
QDWLRQDO %LOO RI 5LJKWV ZKLFK LQFOXGHV WKH 8QLWHG 1I
'HFODUDWLRQ RI +XPDQ 5LIJKWV WKH 81 &RQYHQWLRQ p,QV
DQG 3ROLWLFDO 5LJKWVq DQG WKH 81 &RQYHQWLRQ p,QW
PLF 6RFLDO DQG &XOWXUDO 5LJKWVq

6XSSOLHUV VXSSRUW UDLVH DZDUHQHVV RQ DQG UHVSHFW V
WLRQDO %LOO RI 5LIKWV WKURXJK WKHLU RSHUDWLRQV DQG |
VXEFRQWUDFWRUV 7KH\ HQVXUH DQG ZDUUDQW QRW WR EHFRI
YLRODWLRQ

7KH /IDFWDOLV *URXS H[SHFWV LWV 6XSSOLHUV WR UHVSHFW W
JHQRXV FRPPXQLWLHY LQ WKHLU VXSSO\ FKDLQV

CHILD LABOUR

&KLOG ODERXU LV GH-QHG DV ZRUN WKDW pGHSULYHV FKLOGUH
DQG WKHLU GLJQLW\ DQG WKDW LV KDUPIXO WR WKHLU SK\VLF
E\LQWHUIHULQJ ZLWK WKHLU HGXFDWLRQ 6SHFL-FDOO\ LW PF
PLWWHG IRU FKLOGUHQ EHORZ WKH UHOHYDQW PLQLPXP DJHq
D KXPDQ ULJKWYV DEXVH

,Q DFFRUGDQFH ZLWK FXUUHQW ODZV DQG ZLWK WKH ,QWHUQD
&RQYHQWLRQV WKH /DFWDOLV *URXS VWULFWO\ SURKLELWV &KL
VKDOO FRPPLW WR UHVSHFW WKH PLQLPXP DJH IRU DGPLVVLRQ \
&RQYHQWLRQV DQG LQ WKH IUDPHZRUN DQG JXLGDQFH SUF
3URJUDPPH RQ WKH (OLPLQDWLRQ RI &KLOG /DERXU ,3(&
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FORCED OR COMPULSORY LABOUR

6XSSOLHUV VKDOO HQVXUH WKDW WKH\ GR QRW EHQH-W HLW
DJHQWV DQG VXEFRQWUDFWRUV IURP DQ\ IRUP RI IRUFHG RU
pDOO ZRUN RU VHUYLFH ZKLFK LV H[DFWHG IURP DQ\ SHUVRQ X
DQG IRU ZKLFK WKH VDLG SHUVRQ KDV QRW R2HUHG KLPVHOI Y
JRUFHG ODERU LQ SULVRQV KXPDQ WUD FNLQJ IRU WKH SXUSR
KDUDVVPHQW LQ HPSOR\PHQW IRUFHG ODERU OLQNHG WR XQS
SORLWDWLYH ODERU FRQWUDFW V\VWHPV RU GHEW LQGXFHG T
SHUIRUP ULVN DVVHVVPHQW DQG GXH GLOLJHQFH WR SUHYHQ'
ZHOO DV KXPDQ WUD FNLQJ DQG VODYHU\

FREEDOM OF ASSOCIATION

AND COLLECTIVE BARGAINING

6XSSOLHUV VKDOO HQVXUH WKH ULJKW RI WKHLU HPSOR\HHV |
WKHLU RZQ DVVRFLDWLYH RUJDQL]DWLRQV ZLWKRXW SULRU D>
6XSSOLHUV 6XSSOLHUV VKDOO DOVR ZKHUH DSSOLFDEOH VH
WLYH EDUJDLQLQJ IRU WKHLU HPSOR\HHVY DQG ZRUNHUV IRU GH
WHUPV RI HPSOR\PHQW RU IRU UHJXODWLQJ UHODWLRQV EHWZ|

. WORKING CONDITIONS AND SOCIAL DIALOGUE

*RRG ZRUNLQJ FRQGLWLRQV DQG D JHQXLQH VRFLDO GLDORJX
WLYH DQG VXVWDLQDEOH ZRUNLQJ HQYLURQPHQW ZLWK H FLH
PLILQJ RSHUDWLRQDO GLVUXSWLRQ 7KH\ DOVR FRQWULEXWH W
DWWUDFWLRQ UHWHQWLRQ DQG GHYHORSPHQW WKURXJK WU|
SURPRWLRQ DQG RSWLPL]JHG FDUHHU SDWK

6XSSOLHUV VKDOO FRPSO\ ZLWK DSSOLFDEOH ODERXU ODZV
ZLWK WKHLU HPSOR\HHV DQG ZRUNHUV ZLWKLQ ORFDOO\ DSS
IUDPHZRUNV 7HUPV RI HPSOR\PHQW VKDOO EH IUHHO\ DJUHHG

r :DJHV 6XSSOLHUV VKDOO FRPSO\ ZLWK DSSOLFDEOH ZDJH OI
ZDJHV UXOHV :KHQ ORFDO PLQLPXP ZDJH UXOHV DUH DEVHQ
FRPSHQVDWLRQV DQG ZDJHV FRQVLGHULQJ WKDW WKH\ VKRXO
EDVLF QHHGVY DV ZHOO DV GLJQLW\

r :\RUNLQJ WLPH 6XSSOLHUV VKDOO FRPSO\ ZLWK DSSOLFDEO
LQFOXGLQJ PD[LPXP KRXUV DQG RYHUWLPH UHVW SHULRGYV
PLVVDO SUDFWLFHY DQG PDWHUQLW\ SURWHFWLRQ

rrRUNSODFH HQYLURQPHQW 6XSSOLHUV VKDOO FRPSO\ ZLWK
TXDOLW\ RI WKH ZRUNSODFH HQYLURQPHQW DQG DOO DSSOLF
E\ ORFDO DQG LQGXVWU\ ODZV RU UHJXODWLRQV

reRFLDO GLDORJXH 6XSSOLHUV VKDOO HQVXUH DGHTXDWH ODE
WDWLRQ SUDFWLFHV ZLWK HPSOR\HHV DQG WKHLU UHSUHVHQYV
-FDQW RSHUDWLRQDO FKDQJH WKDW FRXOG VXEVWDQWLDOO\
DSSOLFDEOH WKH\ SURYLGH DSSURSULDWH FRQGLWLRQV IRU
ODWLRQV EHWZHHQ HPSOR\HUV DQG ZRUNHUYV
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6. DIVERSITY, EQUITY AND INCLUSION

'LYHUVLW\ HTXDO WUHDWPHQWY DQG RSSRUWXQLWLHV DQ
UDWH VLJQL-FDQW EHQH-WV IRU RUJDQL]DWLRQV HPSOR\HI

6XSSOLHUV VHW HTXDO WUHDWPHQWYV EHQH-WV WUDLQLQ
IRUPDWLRQ DFFHVV WR DOO WKHLU HPSOR\HHV UHJDUGOHYV
JHRJUDSKLFDO RULJLQ UHOLJLRQ VH[XDO RULHQWDWLRQ
RU SK\VLFDO GLVDELOLWLHV RU DQ\ RWKHU SHUVRQDO VSt
ZRUNLQJ FRQGLWLRQV DQG WUHDWPHQWY VKDOO RQO\ EH E
DSSOLFDEOH ODZV DQG UHJXODWLRQYV

7. OCCUPATIONAL HEALTH AND SAFETY

6XSSOLHUV VKDOO HQGHDYRXU WR SURYLGH KHDOWK\ DQG \
SOR\HHV LQ FRPSOLDQFH ZLWK DSSOLFDEOH ODZV DQG UHJ
SUHYHQWLRQ RI SK\VLFDO DQG PHQWDO KDUP ZRUN UHODW
WKH LGHQWL-FDWLRQ RI KD]JDUG WKH GHYHORSPHQW DQG

PDQDJHPHQW V\WVWHP DVVRFLDWHG ZLWK UHJXODU SHUIRUPI
DOVR LQFOXGH WKH FRQVXOWDWLRQ DQG HQJDJHPHQW RI |
RI VXFK SURJUDPV DV ZHOO DV HPSOR\HHVo UHODWHG WUD
VXFK KHDOWK DQG VDIHW\ SROLFLHV DQG SURJUDPV DV ZHO
LQ 6XSSOLHUVO GHFLVLRQV UHJDUGLQJ HPSOR\PHQW HQJD
UDEOH WUHDWPHQWYV RI ZRUNHUYV



QUALITY AND FOOD SAFETY

IDFWDOLV KDV GHYHORSHG DQG LPSOHPHQWHG D 4XDOLW\ DQG )R]
CORPORATE IXOO WUDFHDELOLW\ RQ GHOLYHUHG SURGXFWV FRPSRQHQWYV DQG
NOVEMBER022 OL]HG WKURXJK /DFWDOLV 4XDOLW\ DQG JRRG 6DIHW\ FKDUWHUV

6XSSOLHUV VKDOO FRPPLW WR FRQGXFWLQJ WKHLU RSHUDWLRQV 1
DSSOLFDEOH ODZV DQG UHJXODWLRQV FRQFHUQLQJ IRRG TXDOLW\
RU VHUYLFHV HLWKHU GLUHFWO\ RU LQGLUHFWO\ WKURXJK WKHLU

6XSSOLHUV VKDOO GHYHORS DQG LPSOHPHQW SROLFLHV DQG IRRG
V\VWHPV DVVRFLDWHG ZLWK UHJXODU SHUIRUPDQFH HYDOXDWLRQ
+D]DUG $QDO\VLYV &ULWLFDO &RQWURO 3RLQW LQ HDFK RI WKH IR

r' HYHORSPHQW Rl SURGXFW FRQFHSW

r 5SHVHDUFK DQG GHYHORSPHQW

r &HUWL-FDWLRQ SURFHGXUHYV

r ODQXIDFWXULQJ DQG SURGXFWLRQ

r SWRUDJH GLVWULEXWLRQ DQG VXSSO\

r,| DQ\ SRWHQWLDO GLVSRVDO UHXVH GRQDWLRQV RU UHF\FOLQJ

10
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ENVIRONMENT

6XSSOLHUV VKDOO FRPPLW WR FRQGXFWLQJ WKHLU RSHUDWL
DSSOLFDEOH ODZV DQG UHJXODWLRQV HQVXULQJ QHFHVVDU\
RU LQGLUHFWO\ WKURXJK WKHLU DJHQWY DQG VXEFRQWUDFW!
SUDFWLFHVY DQG LQGXFH FROQWLQXRXV SURJUHVV DORQJ WKH
VHUYLFHYV

6XSSOLHUV VKDOO LGHQWLI\ DVVHVV SUHYHQW PLWLJDWH R
HQYLURQPHQWDO LPSDFWV LQ WKHLU RSHUDWLRQV DV ZHOO
YDOXH FKDLQ LQFOXGLQJ DJHQWV DQG VXEFRQWUDFWRUYV

7KH\ VKDOO GHYHORS DQG LPSOHPHQW SROLFLHV DQG HQYLURC
ZLWK UHJXODU SHUIRUPDQFH HYDOXDWLRQ QRWDEO\ DSSO\LQ
HOQFRXUDJH JRRG SUDFWLFHV LQFOXGLQJ LQWHUQDWLRQDOO\

6XFK HQYLURQPHQWDO WRSLFV LQFOXGH EXW DUH QRW OLPLW

r 7KH UHGXFWLRQ RI *UHHQ+RXVH *DV *+* HPLVVLRQV WKURX
6FRSH 6FRSH DQG 6FRSH HPLVVLRQV

r 7KH SUHYHQWLRQ RI DQ\ NLQG RI SROOXWLRQV DQG VSLOO
PDWHULDOV SDUWLFOHVY DQG HPLVVLRQV RWKHU WKDQ *+*
GXVW DQG RGRXUYV

r 7KH SURWHFWLRQ RI %LRGLYHUVLW\ DORQJ WKH YDOXH FKI
RSHUDWLRQDO VLWHY SURWHFWHG +DELWDWV DV ZHOO DV RI
&RQVHUYDWLRQ 9DOXH $UHDV +&9%

r 7 KH DSSURSULDWH PDQDJHPHQW RI ZDWHU FRQVXPSWLRQ
LPSDFWYV

r 7KH SURPRWLRQ RI HFR GHVLJQ DQG FLUFXODULW\ RI SDFENDJ

r 7KH DSSURSULDWH PDQDJHPHQW RI ZDVWH E\ W\SH DQG GLVS
RI KD]JDUGRXV ZDVWH

r *HQHUDOO\ VSHDNLQJ WKH DSSURSULDWH PDQDJHPHQW D
UHVRXUFHV DQG WKHLU FRQVXPSWLRQ RU XVDJH DV ZHOO DV

QRWDEO\ WKURXJK WKH VXSSRUW WR VXVWDLQDEOH DJULFXO\
11
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ANIMAL WELFARE

6XSSOLHUV RI DQLPDO EDVHG SURGXFWV DFURVV DOO UHC
JUDSKLHVY VKDOO FRPPLW WR FRQGXFWLQJ WKHLU RSHUDW
DSSOLFDEOH ORFDO DQG LQWHUQDWLRQDO ODZV DQG UHJX
EH UHVSRQVLEOH RI DQ\ DFWV Rl DQLPDO FUXHOW\ HLWKH
WKURXJK WKHLU DJHQWY DQG VXEFRQWUDFEWRUYV

7KH\ VKDOO VXSSRUW WKH LQWHUQDWLRQDOO\ UHFRJQL]HG
ZHOIDUH DQG HQVXUH WKH\ DUH REVHUYHG DQG SUHVHUYHG
YDOXH FKDLQV $FFRUGLQJ WR WKH :RUOG 2UJDQL]DWLRQ IR
PGHYHORSHG LQ DQG ZLGHO\ UHFRJQLVHG WKH )LYH )
VRFLHW\oV H[SHFWDWLRQV IRU WKH FRQGLWLRQV DQLPDOV
XQGHU KXPDQ FRQWURO QDPHO\

r YUHHGRP IURP KXQJHU PDOQXWULWLRQ DQG WKLUVW

r YUHHGRP IURP IHDU DQG GLVWUHVYV

r YUHHGRP IURP KHDW VWUHVYV RU SK\VLFDO GLVFRPIRUW
r YUHHGRP IURP SDLQ LQMXU\ DQG GLVHDVH

r YUHHGRP WR H[SUHVV QRUPDO SDWWHUQV RI EHKDYLRUQq

ORUH SUHFLVHO\ WKH\ VKDOO SD\ VSHFLDO DWWHQWLRQ WR
IDUPLQJ VA\VWHPY DQG GRZQVWUHDP VWDJHYV

r $YRLGDQFH Rl FORVH FRQ-QHPHQW DQG LQWHQVLYH V\VW]
r 3URYLVLRQ RI H2HFWLYH VSHFLHV VSHFL-F HQYLURQPHQW

r $YRLGDQFH RI SURGXFWV IURP IDUP DQLPDOV VXEMHFW W
DQG FORQLQJ DQG RU WKHLU SURJHQ\ RU GHVFHQGDQWV

r $%YRLGDQFH RI JURZWK SURPRWLQJ VXEVWDQFHV
r $%YRLGDQFH RI DQWLELRWLFV IRU SURSK\ODFWLF XVH

r $YRLGDQFH RI URXWLQH PXWLODWLRQV WDLO GRFNLQJ
ZLWKRXW SDLQ PDQDJHPHQW

r $YRLGDQFH RI VLWXDWLRQV ZKHUH DQLPDOV DUH QRW VXE
VWXQQLQJ

r IRQJ GLVWDQFH OLYH WUDQVSRUWDWLRQ

%HVLGHYV ZKHQ DSSOLFDEOH 6XSSOLHUV VKDOO LPSOHPH
SODQV WR HUDGLFDWH DW WKH ODWHVW E\ WKH HQG RI

DQG HJJ SURGXFWYV IURP FDJHG VI\VWHPV DOVR NQRZQ DV p
-QLVKHG SURGXFWV RU LQJUHGLHQWY GHOLYHUHG WR WKH

13
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1.

INFORMATION PROTECTION

6XSSOLHUV VKDOO FRPPLW WR FRQGXFW WKHLU RSHUDWLRQV LQ |
ODZV DQG UHJXODWLRQV FRQFHUQLQJ LQIRUPDWLRQ SURWHFWLF
WKHLU DIJHQWY DQG VXEFRQWUDFWRUV

CONFIDENTIALITY AND INTEGRITY OF INFORMATION

6XSSOLHUV VKDOO JXDUDQWHH WKH FRQ-GHQWLDOLW\ RI DOO LQI
WKH /DFWDOLV *URXS DQG FRPSO\ ZLWK UHJXODWLRQV UHODWHG
IRU WKHLU RZQ EHQH-W RU DQ\RQH HOVH QRU GLVFORVH DQ\ &R
SULRU ZULWWHQ DFFHSWDWLRQ E\ WKH /DFWDOLV *URXS ,QWHOO
WHG LQ WKH FRXUVH RI GXW\

,Q UHWXUQ LQIRUPDWLRQ SURYLGHG E\ 6XSSOLHUV VKDOO EH W
ZKLOH SUHVHUYLQJ WKH FRQ-GHQWLDOLW\ H[SUHVVO\ UHTXHVWH ¢

, ] WKH 6XSSOLHU QHHGV WR DFFHVV WR /DFWDOLV ,7 6\VWHPV RU
FRPPLW WR FRPSO\ ZLWK LOWHUQDWLRQDO VWDQGDUGYV IRU ,7 VH
6HFXULW\ 3ROLF\ WR /DFWDOLV

2.

3.

DATA PROTECTION

6XSSOLHUV VKDOO HQVXUH DQG ZDUUDQW FRPSOLDQFH ZLWK DS
WHFWLRQ ODZV DQG UHJXODWLRQV QRWDEO\ EXW QRW OLPLWEF
JXODWLRQ *'35 (8 ‘KHQ WKHLU RSHUDWLRQV LPSO\ WKH |
GLVVHPLQDWLRQ RI SHUVRQDO GDWD 6XSSOLHUV VKDOO SUHYF
UHJDUGLQJ LGHQWL-DEOH LQGLYLGXDOV LQFOXGLQJ DQ\ HPSOI
EUHDFK RI SULYDF\ 6XSSOLHUV ZzDUUDQW WR WDNH DOO QHFHYV
RWKHU DSSOLFDEOH SULYDF\ DQG SHUVRQDO GDWD SURWHFWLR
WHO\ LQIRUP WKH /DFWDOLV *URXS '32 YLD GSR#IU ODFWDOLV FR

CORPORATE IMAGE

7KH /IDFEWDOLV *URXS VHHNV WR SUHVHUYH LWV UHSXWDWLRQ FU
WR WKH TXDOLW\ RI LWV SURGXFWV DQG VHUYLFHV DV ZHOO DV W
DQ\ HOHPHQW RI WKH &RUSRUDWH ,PDJH Rl WKH /DFWDOLV *URXS
EHQH-W RU DQ\RQH HOVH XQOHVV H[SUHVV SULRU ZULWWHQ DFFt



2.

3.

MONITORING,
ALERTS AND BREACHES

MONITORING

6XSSOLHUV VKDOO PDLQWDLQ DYDLODEOH LQWHUQDO SURFHG.
ODWHG GRFXPHQWDWLRQ WR GHPRQVWUDWH WKHLU DOLJQPH(
SOLHU &RGH RI &RQGXFW 6XSSOLHUV DJUHH WR EH DXGLWHG
SURYLGH DOO LQIRUPDWLRQ UHDVRQDEO\ UHTXHVWHG ,Q DQ

LGHQWL-HG VXSSOLHUV KDYH WR FRPPLW LQ JRRG IDLWK WR
H2HFWLYH DFWLRQ SODQ

ALERTS

6XSSOLHUV VKDOO SURPSWO\ UHSRUW DQ\ DFWXDO RU VXVSHFW!|I
&RGH RI &4RQGXFW WR WKH /DFWDOLV *URXS 7KLV LQFOXGHV YLR
DIJHQW RU VXEFRQWUDFWRU

6XSSOLHUV PD\ UHSRUW DQ\ YLRODWLRQ RI ODZ WKURXJK WKH .
3ODWIRUP DYDLODEOH DW KWWSV ZZZ ENPV VI\VWHP FRP ODFWL

BREACHES

$OWKRXIK WKH /IDFWDOLV *URXS SURPRWHYVY WKH EHVW VRXUFLQJ S
6XSSOLHUV WR SUHYHQW DQG DYRLG DQ\ QRQ FRPSOLDQFH ZLWK W
FLSOHV DQG VWDQGDUGY LQFLGHQWYV PD\ RFFXU LQ EUHDFK RI WK
Rl &RQGXFW ,Q VXFK FDVHV DQG ZKHQHYHU 6XSSOLHUV IDLO WR L
UHPHGLDWLRQ PHDVXUHVY WKH /DFWDOLV *URXS UHVHUYHV WKH UL.
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Sz VEBUL ERALWEE =i b DVVXPSWLRQV ,Q VXFK FDVHV /DFWDOLV *UR
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